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2003 California SB1386 took effect.

2007 California AB1298 added medical data to
covered information.

Massachusetts! and Nevada? laws call out
encryption, destruction of records and PCI-DSS.

No single Federal law, although one may be In
the works.

1 Mass. Gen. Laws § 93H-1 et seq.
2 Nev. Rev. Stat. 603A.010 et seq.
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- States with Breach Laws

46 states, plus the District of Columbia, Puerto
Rico and the Virgin Islands have breach
notification laws now.




Why conduct it?
Where Is the data from?
How many records are there?

How long a time period does it cover?




Datal.ossDB (Open Security Foundation)
Privacy Rights Clearinghouse "
Government sites

Private tracking organizations
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Incidents per Year

2005 2006 2007 2008 2009
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U.S. vs. International Incidents
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Incidents by Breach Vector
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Top Increasing Incident Vectors
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Incidents by Data Type (2005 - 2009)
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Records Year Organization Vector
130,000,000 2009 | Heartland Payment Hack
Systems
94,000,000 2007 | TIX Companies Inc. Hack
80,000,000 2008 | Facebook Web
76,000,000 2009 | National Archives and | Drive/M
Records edia
Administration
40,000,000 2005 | CardSystems Hack
© Suzanne Widup 2010
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Mean Records Per Breach
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Incidents Reporting Unknown
Records Disclosed
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Unknown Incidents / Org Type
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Incidents by Breach Vector
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Records by Breach Vector
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Hacking Methods - Incidents
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Incidents by Actor
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Median Records Per Actor
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Organization # Incidents

University of California System 21
LPL Financial 14
Blue Cross Blue Shield 14
Experian 13
Bank of America 12
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Business Sector Incident Breach Vectors
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Business Sector Records Breach Vectors
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Medical Sector Incident Breach Vectors
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SSN Data Type by Organizational Type
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CCN Data Type by Organizational Type
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Medical Data Type by Organizational Type
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Patient Records Breach Vectors
(2005 - 2009)

Thousands §30
00007 EY—F -

8,000

6,000
4,000
2,000+

O,

Hack Tape Drive/Media

100

»w 3 0 Q-0 35 —

Patient Incident Breach Vectors

(2005 - 2009)

Laptop

Documents Computer

© Suzanne Widup 2010




nw 5 O Q — O 5 —

Credit Monitoring Status by Relationship
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