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- New laws augmenting existing

* No single Federal law
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45 states, plus Puerto Rico and the District of
Columbia have breach notification laws now.
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. Govemment sites
+ Private tracking organizations
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Top 5 Organizations

for Number of Incidents

Organization # Incidents

University of California (various)
University of lowa _

California State University
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U.S. vs. International Incidents
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Top Ten States for Incidents
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Breach Incidents by Month/Year
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—e— Stolen Computer
—a— Stolen Laptop
Hack
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Top 5 Large*sf"_‘} lnCIdents
The known number of records
disclosed Is over 619 million.

Hacl

130 000 000 Heartland Payment
Systems

TJX C

TREW, Sears Roebuck

A0,000,000 2005 | Cardsystems

20 000 000 2004 | America Online Fraud-SE
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Records Disclosed Per Year

136,393,674
S S N R

182,303,865

164,070,823
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Incidents by Breach Vectors
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(512 incidents).
* Highly under-
reported vector
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Third Party Partners




mInsider

m Outsider
o Unknown







are the da.t subject i
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 The relationships tracked are:
— Customer
— Employee
— Patient
— Student
— Unknown
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Incident Relationships

O Customer
B Employee

O Patient
0O Student
B Unknown




Credit Monitoring Offered by Data Subject Relationship

Relationship

Customer

Employee

Patient

Student

Unknown

No

Unknown

Yes

179

637

265

1081

86

34

28

6

17

4
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Organ[zéd o‘ﬂme 'h i nreﬁsmgly
involved. NS

» Calls to overhaul emstlng privacy law, and to
develop a federal data breach law.
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under publications.



